THE DORA REGULATION — REQUIREMENTS AND CHALLENGES FOR POLiISH BANKS

Zofia Polkowska
Szkota Gtoéwna Handlowa

zpolko@sgh.waw.pl

Abstract: Regulation (EU) 2022/2554 on digital operational resilience sets out a new framework for
digital risk management, including in the banking sector. The aim of this article is to assess the
challenges associated with the implementation of the Digital Operational Resilience Act (DORA) in the
Polish banking sector. An analysis of legal acts and a critical review of the literature on the digital
transformation of the sector were carried out. The author discusses the key requirements set by DORA
in the area of digital operational resilience, including ICT (Information and Communication Technology)
risk management, incident reporting, system testing and supervision of relations with external suppliers.
The publication also presents the main challenges faced by Polish banks in the process of adapting to
the new regulations, such as the need to invest in IT infrastructure, organisational changes and
cooperation with suppliers. The article also contains recommendations for the practical implementation
of DORA.
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INTRODUCTION

The development of digital technologies and the increase in cyber threats have necessitated the
regulation of the operational resilience of financial institutions. Regulation (EU) 2022/2554 of the
European Parliament and of the Council on the digital operational resilience of the financial sector,
known as DORA (Digital Operational Resilience Act), imposes uniform obligations on institutions in this
area. The aim of the Regulation is to strengthen the operational resilience of financial institutions,
including banks, to threats related to information and communication technologies (ICT). The new
regulations impose a number of obligations on banks to ensure operational resilience in the event of
cybersecurity and ICT disruptions. Regulation (EU) 2022/2554 identifies five pillars of digital operational
resilience:

1. ICT risk management.

2. ICT incident reporting.

3. Digital resilience testing.

4. ICT service provider risk management.

5. Cooperation and exchange of information on cyber threats.

Banks are required to implement a comprehensive ICT risk management framework, including, among
other things, continuous monitoring of all sources of ICT risk, implementation of a process for detecting
unusual activities, and configuration and maintenance of resilient systems to minimise the impact of risk.
Banks are required to report ICT incidents and test tools and systems for threat detection. As part of
their cooperation with external ICT service providers, contracts will have to include information
necessary for proper monitoring, including a description of the level of service provision and the location
of data processing.

Banks were required to implement the requirements of the regulation from 17 January 2025.

METH ODOLOGY

The article analyses legal acts and critically reviews literature on the digital transformation of the banking
sector. The aim of the analysis was to identify challenges related to the implementation of the DORA
regulation. The analysis covered banks in the Polish banking sector operating as joint-stock companies
in 2024—2025.

FINDINGS

e The article identifies five main areas that have been regulated by the new regulation: ICT risk
management, ICT incident handling, testing of digital operational resilience, supervision of
external ICT service providers, and exchange of information on cyber threats. The article
highlights the challenges associated with meeting the requirements of the regulation, such as



the need to modernise technological infrastructure, increased operating costs, the obligation to
provide training in the area of cybersecurity, and the need to implement new reporting
procedures. It also draws attention to the need for banks to cooperate with, among others, the
Financial Supervision Authority in order to properly implement the Regulation, and with
technology providers in order to meet the requirements set out in DORA. The article presents
recommendations for banks on the implementation of the requirements set out in the
Regulation, including building a culture of cyber resilience among employees, incorporating ICT
risk management into banks' strategies, and developing sectoral cooperation in the exchange
of information on threats. The article contributes to the discussion on the digital transformation
of the banking sector in Poland and the role of regulation in shaping a resilient banking system.
The article identifies challenges for banks in the Polish sector related to the implementation of
DORA, such as:
» the need to adapt ICT infrastructure — modernisation of infrastructure and automation
of risk management processes,
» insufficient competence and awareness of employees in the field of cybersecurity,
* regulation of cooperation with suppliers, renegotiation of contracts and implementation
of control procedures,
* the need to prepare new reports,
» audits related to the implementation of regulations.
New reporting obligations may also result from obligations imposed by European Supervisory
Authorities, including the European Banking Authority and the European Securities and Markets
Authority, on the Financial Supervision Authority.
During the two-year period allocated for preparation for the implementation of the obligations imposed
by the Regulation, banks analysed the gap in order to assess their maturity in relation to regulatory
requirements and to identify areas that require modification and investment. As part of the
implementation of the obligations, specific problems may arise in the sector for individual banks, which
may materialise in various areas. It should be noted that in the Polish sector, recommendations have
been developed by the Polish Bank Association (ZBP) in cooperation with representatives of the sector.
In accordance with the Regulation, agreements may be concluded in the sector for the exchange of
information on cyber threats.

CONCLUSIONS

The aim of implementing Regulation 2022/2554 is to increase the digital resilience of, among others,
the banking sector. Banks in the Polish sector, thanks to the implementation of earlier regulations, such
as Recommendation D of the Polish Financial Supervision Authority (KNF), have achieved maturity in
terms of digital resilience. However, the implementation of the Regulation requires the adaptation of
many processes in banks, including risk management, ICT incident reporting and cooperation with ICT
suppliers. The significant role of information exchange and cooperation with regulators in order to
properly meet the requirements of the Regulation should also be noted.

The benefits of implementing the new regulation include harmonisation of regulations on cooperation
with suppliers and other institutions, increased operational resilience, enhanced cyber security
protection for the sector, and increased customer confidence through the security of digital services.
The regulation introduces a comprehensive approach to ICT incident management in the European
Union's financial sector. The requirements imposed are aimed at building the overall digital resilience of
the entire sector. Compliance with these obligations requires banks to invest in technology, processes
and staff. Measures in this area support the security of the financial system in the face of growing cyber
threats.
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